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¢ Biological weapons (BW) and BW arms control

e What is “dual use research of concern”?

¢ How can we increase awareness of the issues?

Sverdlovsk, 1979

Unusual anthrax epidemic in April/May1979
1986, Meselson in Moscow

— contaminated animals and meat

— 96 cases: 79 Gl (?) (64 deaths) and 17 cutaneous (0)
1990, articles appear in Russian press

1992, Yeltsin: “the KGB admitted that our
military developments were the cause”

Sverdlovsk Investigation, 1994

* Geographical
distribution of cases

* Interviews

* Medical Records

¢ Graveyards

¢ Meteorology




Sverdlovsk Investigation

Compound 19

Sverdlovsk

Accident: April, 1979; 1 gm spores; at
least 64 deaths; extensive
decontamination
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The letters

* Sept 18, 2001: 5 letters postmarked and mailed to

— NY: ABC, CBS, NBC, New York Post

— FL: American Media (Nat’l Enquirer)

— 16 days later (Oct 3): diagnosis (first case in 25 yrs)

— Victim died Oct 5
* Oct9, 2001: two more letters postmarked and mailed

— Senator Daschle (opened Oct 15; buildings closed)

— Senator Leahy (found in storage Nov 16)
* Oct 12: NYC anthrax cases confirmed
¢ Oct 16-17: senate/house buildings closed (reopened 2002)
* Oct 18: NJ mail distribution center closed (reopened 2005)
* Oct 23: cases in Postal Offices confirmed (NJ and D.C.)




Stricken
New York
Post

Anthrax attacks

Last case in U.S. was in 1992 e g |
2001 - 22 cases: 11 cutaneous, 11 inhalation: 5 deaths
* Letters

* Attribution
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FBI-Amerithrax site

Victims of the attacks

22 cases: 11 inhalation, 11 cutaneous

5 deaths

31 “positive” for spores

estimated 10,000 “at risk” were treated with
prophylactics

35 postal facilities and mailrooms
contaminated

FBI investigation

7 years

600,000 person hours

17 special agents, 10 US postal inspectors

10,000 witness interviews, 80 searches

26,000 email reviews

4 million MB of computer memory

6,000 items of potential evidence

5,750 grand jury subpoenas

5,730 environmental samples from 60 sites

More than 1,040 individuals scrutinized, 400 in-depth

Cooperation of 29 labs (gov’t, academic and
commercial)
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Extending the Host Range
of Listeria monocytogenes
by Rational Protein Design
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Building a Better Mouse Pathogen
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washingtonpostcom

Release of Microbe Study Spurs Bioterror
Worries

By Rick \Weiss
‘Washington Post Staff Writer
Friday, June 1, 2007; AOG

Researchers in Germany reported yesterday that they had altered
the DNA of a disease-causing bacterium to enable it to infect a
species it cannot normally sicken — a double-edged advance that
experts said could deepen scientists' understanding of human
diseases but could also speed the development of novel
bioterrorism agents.

The change in infectiousness -- the first of its kind ever engineered
from scratch -- poses no direct threat to human health, scientists
said, because the microbe already causes a human disease: the
food-borne iliness called listeriosis.




Listeriareceptor modification

¢ What are some of the implication of this
work?

¢ Should this have been published?

¢ Should some of this information have been
published?




Scientists Build First Man-Made Genome;

Synthetic Life Comes Next
By Alexis Madrigal 01.24.08 | 11:00 AM

Magazine m Signaling | Careers | Multimedia ¢

Current Issue Previous Issues Science Express Science Produ

About the Journal .
Home > Scier

Lartigue et al. , pp. 632 - 638

Originally published in Science Express on 28 June 2007
Science 3 August 2007:

Vol. 317. no. 5838, pp. 632 - 638
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RESEARCH ARTICLES
Genome Transplantation in Bacteria: Changing One Species
to Another

Carole Lartigue, John 1. Glass,. Nina Alperovich, Rembert Pieper,
Prashanth P. Parmar, Clyde A. Hutchison, lll, Hamilton O. Smith,
J. Craig Venter

The Venter Experiments
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¢ Complete Chemical Synthesis, Assembly, and Cloning of a
Mycoplasma genitalium Genome.

* Gibson DG, Benders GA, Andrews-Pfannkoch C, Denisova EA, Baden-Tillson H,
Zaveri J, Stockwell TB, Brownley A, Thomas DW, Algire MA, Merryman C,
Young L, Noskov VN, Glass JI, Venter JC, Hutchison CA 3rd, Smith HO.

e The J. Craig Venter Institute, Rockville, MD 20850, USA.

Science, January 24, 2008, published ahead of print




The Venter Experiments

The Venter Experiments
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2008
» CRAIGVENTER coded as.

TTAACTACCTAATCTCCTCCAATTCOACTACACAACACACAACCATTAACTAGCTAA
VENTERINSTITVTE coded as:
TTAACTAGCTAAGTAGAAAACACCGAACCAATTAATTCTACGATTACCCTGACTCAGTTAACTAGCTAY
o HAMSMITH coded as.

TTAACTAGC TAACATGCAATGTCOATGATTACCCACTTAACTAGETAA
* CINDIWNDCLYDE coded as-
TTAACTACCTAATCCATAMCCACATCCCTAATCACTCTCTTTATCATCAATTAACTACCTAATCOLTC
CATCTTTCATGTTATGCACCAGCAACCATCTTACGCAGCACCCCAGTOCCCCTAAMACAAAGTTAAAL
CLASSANDCLYDE coded as
2010 TTAACTACCTAAGCTCTACCTACTAGCCCCAATCACTCCCTATACCATCAG TTAACTACCTAA

e “TO LIVE, TO ERR, TO FALL, TO TRIUMPH, TO RECREATE LIFE OUT OF LIFE." - from James
Joyce's A Portrait of the Artist as a Young Man.

« “SEE THINGS NOT AS THEY ARE, BUT AS THEY MIGHT BE."- a quote from the book, American
Prometheus which discusses ). Robert Oppenheimer and the first atomic bomb.

® *WHAT | CANNOT BUILD, | CANNOT UNDERSTAND." - attributed to Richard Feynman
(physicist, philosopher, badass) as the last words on his blackboard at the time of his death
as described in The Universe in a Nutshell by Stephen Hawking (physicist, philosopher,
badass).
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Synthetic biology: proposed resolutions

1. Insist That All Commercial Gene Synthesis Houses
Adopt Current Best Practice Screening Procedures.

2. Create and Endorse New Watch-Lists
To Improve Industry Screening Programs.

3. Create a Confidential Hotline For
Biosafety and Biosecurity Issues.

4. Affirm Members’ Ethical Obligation
to Investigate and Report Dangerous Behavior.

5. Create a Community-Wide Clearinghouse for Identifying
and Tracking Potential Biosafety/Biosecurity Issues.

6. Endorse Biosecurity/Biosafety R&D Priorities.

http://syntheticbiology.org/SB2.0/Biosecurity_resolutions.html

Five dangerous experiments

* Legionella (?) expressing myelin (Soviet)
— Fatal autoimmune disease in guinea pigs

¢ More virulent strain of B. anthracis (Soviet)(US?)
— B. cereus gene for lipase expressed in B. anthracis

* Defeating mousepox vaccination (Australian)
— Ectromelia virus expressing IL-4

¢ Synthesis of polio virus de novo (US)

¢ Reconstruction of 1918 flu virus

Mousepox:
What Should have been Done?

* The potential for increased lethality of mousepox
was unforeseen...

To popularly publish To publish or not to
or not to publish? publish?

“Expression of Mouse
Interleukin-4 by a

Recombinant Ectromelia

Virus Suppresses

Cytolytic Lymphocyte Journal of
Responses and Virviogy
Overcomes Genetic "
Resistance to Mousepox”

“Disaster in the
Making: An
engineered mouse
virus leaves us one
step away from the
ultimate bioweapon”

Dando/Rappert

Publishing decisions at ASM

ASM introduced formal processes for dual use review
for its journals

Manuscripts dealing primarily but not exclusively, with
Select Agents

In 2002: 313 select agents manuscripts received
special screening  (total of 13,929 submitted)

Only TWO were sent to ASM publications Board for
further review

In 2003 (Jan-July): 262 select agent manuscripts (of
8557)

None was referred to the publications board for
further review.

ROYAL SOCIETY 2005)




A decade of biology/security reports
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“Dual use experiments of concern”

*Render an animal or human vaccine ineffective

«Confer resistance to antibiotics or antiviral agents which are used
therapeutically to control diseases

*Enhance the virulence of a plant, animal, or human pathogen or render a
nonpathogen virulent

sIncrease transmissibility of a pathogen
«Alter the host range of a plant, animal, or human pathogen
*Enable the evasion of diagnostic or detection modalities

«Enable the weaponization of a biological agent or toxin, including
environmental stabilization of pathogens

National Science Advisory Board for Biosecurity (NSABB).

ASM Code of Ethics

¢ The American Society for Microbiology is
dedicated to the utilization of microbiological
sciences for the promotion of human welfare
and for the accumulation of knowledge. These
goals demand honesty and truthfulness in all
activities sponsored or supported by the
Society.

ASM Code of Ethics-
Guiding Principles

(1) ASM members aim to uphold and advance the integrity and dignity of the
profession and practice of microbiology.

(2) ASM members aspire to use their knowledge and skills for the advancement of
human welfare.

(3) ASM members are honest and impartial in their interactions with their trainees,
colleagues, employees, employers, clients, patients, and the public.

(4) ASM members strive to increase the competence and prestige of the profession
and practice of microbiology by responsible action and by sharing the results of
their research through academic and commercial endeavors, or public service.

(5) ASM members seek to maintain and expand their professional knowledge and
skills.




ASM Code of Ethics-
Guiding Principles

(6) ASM members are obligated to discourage any use of
microbiology contrary to the welfare of humankind, including
the use of microbes as biological weapons.

Bioterrorism violates the fundamental principles upon which
the Society was founded and is abhorrent to the ASM and its
members.

ASM members will call to the attention of the public or the
appropriate authorities misuses of microbiology or of
information derived from microbiology.

Code of Conduct for Biological Sciences?
(Hippocratic Oath)

?7??

i

Government

Institution

/

Laboratory

“Dual use research of concern”:

where are we now?

The dual use “dilemma”

Dual use relates to the threat of misapplication,
not the the research itself.

Many types of research of research can be
considered dual use.

Just because a project or approach has dual use
potential does not mean it should not be carried
out.

Instead, this designation should be used to flag
the work for caution in how it is carried out and
how the results are disseminated.




“The number of recorded incidents of civil
experiments or publications of true dual-use

concern is vanishingly small.

What is truly of concern is the trajectory of the
life sciences as a whole, and how the converging
technologies that result from complex social
innovative processes are to be protected from

malign misuse.”

Malcolm Dando, Bulletin
of the Atomic Scientists, 2011

Intercalation of “dual use” issues into academic

scientific education

NIH ethics requirement (Responsible Conduct
of Research)

Specific time allotted to discussion during
courses - certificates

Institutional Biosafety Committees
Laboratory training
Faculty training

Final questions:

What types of biological research should be classified
and who should decide?

How do you strike a balance between security and
scientific progress in the biological sciences?

Should there be limits on publication of
genome sequences of pathogens or methods
that could be used to make them?

Should scientists withhold information in publications
that would enable their misuse? Should scientists be
responsible for controlling information flow?

What about journals or the government?

NIH case study, 2009
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